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Abstract. The Linux kernel has become widely adopted in the mobile
devices and cloud services, parallel to this has grown its abuse and misuse
by attackers and malicious users. This has increased attention paid to
kernel security through the deployment of kernel protection mechanisms.
Kernel based attacks require reliability, kernel attack reliability is achieved
through the information gathering stage where the attacker is able to
gather enough information about the target to succeed. The taxonomy of
kernel vulnerabilities includes information leaks, that are a class of vul-
nerabilities that permit access to the kernel memory layout and contents.
Information leaks can improve the attack reliability allowing the attacker
to read sensitive kernel data to bypass kernel based protections.
In this work, we aim at the detection of stack based kernel information
leaks to secure kernels. We analyse the problem of stack based kernel
infoleaks, then we perform a classification of the causes of information
disclosure vulnerabilities. Next, we propose an approach for the detection
of stack based kernel infoleaks using static analysis techniques, and last
we evaluate our approach applying it to the Linux kernel.
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